I ADVANTAGES: In a global resource serialization complex, programs can serialize
] | access to data sets on shared DASD volumes at the data set level.
; ! Y * A program on one system can access one data set on a shared volume while other
#43 ZT I d Blts programs on any system can access other data sets on the same volume.

* Because global resource serialization enables jobs to serialize their use of
R esource resources at the data set level, it can reduce contention for these resources and

: minimize the chance of an interlock occurring between systems.

- This ends the need to protect resources by job scheduling.
- Because Global Resource Serialization maintains information about global resources
in system storage, it does away with the data integrity exposure that occurs when
there is a system reset while a reserve exists. A global resource serialization
complex also allows serialization of shared logical resources — resources that might

* In a multitasking, multiprocessing environment, resource serialization is the
technique used to coordinate access to resources that are used by more than
one application.

* Programs that change data need exclusive access to the data.

- If several programs were to update the same data at the same time,
the data could be corrupted (also referred to as a loss of data integrity).

- On the other hand, programs that need only to read data can safely share
access to the same data at the same time.

* The most common techniques for serializing the use of resources are

engueuing and locking. \
- These techniques allow for orderly access to system resources needed by more
than one user in a multiprogramming or multiprocessing environment.

- In z/OS, enqueuing is managed by the global resource serialization (GRS) component not be directly associated with a data set or DASD volumes.
and locking is managed by various lock manager programs in the supervisor component. - An ENQ with"a scope of SYSTEMS might be used to synchronize processing in
Global Resource Serialization: The global resource serialization component processes multisystem the systems that access shared resources
requests for resources from programs running on z/OS. Its Global Resource Serialization into a global resource serialization complex can solve the problems related to using
serializes access to resources to protect their integrity. the System’s RESERVE macro.
* An installation can connect two or more z/OS systems with channel-to-channel (CTC) I:/* The RESERVE macro serializes access to a resource (a data set on a shared
adapters to form a GRS complex to serialize access to resources shared among the systems.| The volume”| DASD volume) by obtaining control of the volume on which the resource resides to
- When a program requests access to a reusable resource, the access can be requested is “reserved” | Prevent jobs on other systems from using any data set on the entire volume (VTOC !).
as exclusive or shared. * There is an ENQ associated with the volume RESERVE,; this is required because a
- When global resource serialization grants shared access to a resource as exclusive to ensure the | y6/yme is reserved by the z/OS image and not the requester's unit of work.
other users cannot obtain access to the resource. VTOC reflects| - As such, the ENQ is used to serialize across the requesters from the same system.
- When global resource serialization grants exclusive access to a resource, all other current status[* IBM recommends basic or parallel sysplex technology for resource sharing.
requestors for the resource wait until the exclusive requestor frees the resource. of the file or | - Global resource serialization uses parallel sysplex technology to achieve significant
Enqueuing: Enqueuing is the means by which a program running on z/OS requests control dataset scalability and performance benefits in its star mode.
of a serially reusable resource. ataset  k eyen with the basic sysplex technology, global resource serialization provides the
* Enqueuing is accomplished by means of the ENQ (enqueue) and DEQ (dequeue) macros, attributes capability to dynamically change the resource name list (RNL) and provide superior
which are available to all programs running on the system. For devices that are shared between recoverability to ring disruptions.
multiple z/OS systems, enqueuing is accomplished through the RESERVE and DEQ macros. * Before looking at the ring and complexes in more detail, you need to know what
* On ENQ and RESERVE, a program specifies the names of one or more resources and requests they are and how they are generally implemented.
shared or exclusive control of those resources. If the resources are to be modified, the program * The ring consists of one or more systems connected to each other by special links.
must request exclusive control; if the resources are not to be modified, the program should request - The links are used to pass information about requests for global resources from one
shared control, which allows the resource to be shared by other programs that do not require system to another in the complex.
exclusive control. - Requests are made by passing a message or token, called the ring system authority
* |f the resource is not available, the system suspends the requesting program until the resource message (RSA-message), between systems in a round-robin or ring fashion.
becomes available. When the program no longer requires control of a resource, the program uses NOTE: There is one RSA token in a global resource serialization ring complex.
the DEQ macro to release it. . ) - When a system receives the RSA, it inserts global ENQ and DEQ information, and
Locking: Through locking, the system serializes the use of system resources by authorized passes it along to the next system to copy.
routines and, in a Parallel Sysplex, by processors. . - It also makes a copy of the global ENQ/DEQ info that was inserted by other systems.
* A lock is simply a named field in storage that indicates whether a resource is being used and - When the RSA returns to the originating system, it knows that all other systems have
who is using it. . seen its request, so the request is removed.
*In z/OS, there are two kinds of locks: - The system can now process those requests by adding them to the global resource
- Global locks are resources related to more than one address space. ) queues, and can now determine which jobs own resources, and which jobs must wait
Note: Global locks are provided for nonreusable or nonsharable routines and various resources. for resources owned by other jobs.
- Local locks are resources assigned to a particular address space. - Each system takes this information and updates its own global queues.
* To use a resource protected by a lock, a routine must first request the lock for that resource. - Systems participating in a ring are ‘dependent’ on each other to perform global
* If the lock is unavalilable (it is already held by another program or processor), the action taken by the resource serialization processing (See figure 1).
program or processor that requested the lock depends whether the it's a spin lock or suspend lock: * As mentioned earlier, the systems in the complex can use global resource serialization
> A spin lock is when the thread simply waits in a loop ("spins”) repeatedly checking until the to serialize access to global resources, such as data sets on shared DASD volumes.
lock becomes available or processor releases it. As soon as the lock is released, the requesting - Global resource serialization in a ring complex uses the links (either XCF paths or

the dedicated communication links) to communicate information about global
resources from one system in the complex to another (See figure 2).
NOTE: In this document, “link”, “path”, and “CTC link” can mean a parallel CTC
adapter, an ESCON channel operating in basic mode, or a list structure in a
coupling facility (CF).

* The star method of serializing global resources is built around a coupling facility (CF)

processor can obtain the lock and, thus, control of the protected resource. Most global locks are
spin locks. The holder of a spin lock should be disabled for most interrupts (if the holder were to
be interrupted, it might never be able to gain control to give up the lock).
> A suspend lock is when the processor switches to a different thread while waiting for the lock, placing

i %n a queug Hml” th(—F Ioctl(< is available. Other work is dispatched on the requesting processor.
this is’'used by local loc| ss . ]
IMPORTANT Youmight wonder what would happen if two users each request a lock that is held by in which the global resource serialization lock structure, ISGLOCK, resides.
the other? Would they both wait forever for the other to release the lock first, in a kind of stalemate? - In a star complex, when an ISGENQ, ENQ, DEQ, or RESERVE macro is issued for
In z/OS, such an occurrence would be known as a deadlock. Fortunately, the z/OS locking methodology a global resource, zOS uses information in the ISGLOCK structure to coordinate
prevents deadlocks. To avoid deadlocks, locks are arranged in a hierarchy, and a processor or routine resource allocation across all systems. in the sysplex (See figure 3).

can unconditionally request only locks higher in the hierarchy than locks it currently holds.

For example, a deadlock could occur if processor 1 held lock A and required lock B; and processor 2
held lock B and required lock A. This situation cannot occur because locks must be acquired in
hierarchical sequence.

Assume, in this example, that lock A precedes lock B is the hierarchy. Processor 2, then, cannot
unconditionally request lock A while holding lock B. It must, instead, release lock B, request lock A,

and then request lock B. Because of this hierarchy, a deadlock can never occur. Slide 1 of 2
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See: Performance Analysis of Spin/Suspend Locks in Operating Systems @ www.research.ibm.com/journal/rd/262/ibmrd26020.pdf
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